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1 Introduction
1.1 Audience
1.1.1 This document should be read by Local Service Providers (LSPs), Independent Software Vendors (ISVs), National Application Service Providers (NASPs) and Existing Systems Providers (ESPs) (including GP Systems of Choice providers (GPSoCs)) involved in the implementation of Sealed Envelopes. 

1.2 Background

1.2.1 NHS Connecting for Health (NHS CFH) is an executive agency of the Department of Health and is responsible for delivering the National Programme for Information Technology (NPfIT).
1.2.2 The NPfIT is a programme aimed at the long term, government led vision of a unified NHS IT system. This will be made possible through a highly developed “Information and Communication Technology” (ICT) platform that will enable patient record details to be accessed anywhere in England using the patient’s unique NHS number.

1.2.3 The solutions developed by NHS CFH will be implemented incrementally, giving patients greater choice, more involvement in decisions about their own care, and access to their own records over time.

1.2.4 The vision of the NHS Care Records Service is that it will develop incrementally into a single logical record of all clinically-relevant information about a particular patient. Parts of this record will be held in local databases and parts in the national database. 
1.2.5 The NHS Care Record Guarantee
 promises that, in future, patients will be able to request that parts of their record are kept from general view, and that in specific circumstances a clinician will be able to withhold certain types of information from a patient.  These features of the NHS Care Record Service are often referred to (e.g. within Supplier contracts) as patient and clinician “sealed envelopes”.
1.3 Purpose
1.3.1 This Sealed Envelopes Supplier Requirements Document sets out requirements for Sealed Envelope functionality and should be read in conjunction with:
1.3.1.1 Sealed Envelope Business Analysis Models – to be found in the external documents of the MiM or via File CM reference NPFIT-SHR-MODL-SEAL-0016
1.3.1.2 HL7 messages - MiM 
1.3.2 The purpose of this document is to act as a comprehensive reference for Suppliers with respect to the functionality they are required to deliver for patient sealing (sealing, sealing and locking) and clinician sealing.

1.3.3 This document has been developed based on documentation produced in consultation with many advisory groups including CRAG (Confidentiality Requirements Advisory Group), CRDB, NCRP, Design Steering Groups and specialist user groups. 
1.4 Structure of this Document

1.4.1 This document begins with an overview of Sealed Envelopes and the role of Sealed Envelopes within the context of the overall Information Governance control regime.

1.4.2 The chosen architecture for the implementation of Sealed Envelopes is then introduced and briefly discussed.

1.4.3 The main content of this document can be found in Sections 5 and 8 where the Operating Models for Patient Sealing and Clinician Sealing respectively are described.   These sections describe how Sealed Envelopes functionality must be implemented and the roles to be played by the NASP and the LSPs in the implementation of this functionality.
1.4.4 A series of Scenarios describing how Sealed Envelopes may be used in a clinical setting are described in Appendix A.
2 Overview of Sealed Envelopes

2.1 Scope of Sealing controls

2.1.1 The Care Record Guarantee (CRG) promises that:

“If you are concerned about particular entries in the record about your health care you will be able to ask us to keep those parts of the record about your health care from general view.  We will not share those particular entries if you refuse your permission…”
2.1.2 NHS CFH are introducing several IG control mechanisms in their requirements; One of these is Patient Sealing and it is being introduced in order to support the Patient Confidentiality guarantee shown above.  
2.1.3 The concept of Sealing is to allow patients to restrict access to identified pieces of information within their Care record.  Therefore, a patient is able to:
2.1.3.1 Seal Information – This allows a patient to restrict local access to the information to those in the workgroup of the sealer. However the local information can be made available to users outside the workgroup with the patient’s express permission, or through override in exceptional circumstances (e.g. public interest). An indication will be present in the record to identify that sealed information is present. 
2.1.3.2 Seal and Lock Information - This allows a patient to restrict access to the information to those in the workgroup of the sealer. The information will not normally be available to anyone outside this workgroup even with the patient’s express permission. There will be no indication in the record that information has been withheld. 
2.1.4 Patient sealing can be applied to all parts of the NHS Summary Care Record and detailed records (other than the exceptions outlined in 5.2.3).

2.1.5 Sealing controls are applicable to locally held information, information within the Summary Care Record and information shared or communicated within, or between, organisations.

2.2 Patient sealing requirements in outline

2.2.1 Patients, and/or their authorised representative(s)
, in consultation with their clinician(s), will be able to:

· identify one or more sets of sensitive information which should be sealed from everyone other than the author and, for information sealed locally, people in the same workgroup as the sealer (for spine documents only the author applies);

· request, for each set of sealed information, whether people other than the author and those in the same workgroup as the sealer
 can ever gain access:

· if “sealed”, the local information can be made available to users outside the workgroup with the patient’s express permission, or through override in exceptional circumstances (e.g. public interest);  or
· if “sealed and locked”, users from outside the workgroup will be unaware that the sealed information exists;

· change their minds at any time and change or remove one or more of the restrictions.

2.2.2 Patients may choose to seal (or seal and lock) their information contemporaneously, i.e. at the time the information is created but prior to the information being committed to the patient record.

2.2.3 Patients may also choose to seal (or locally Seal and Lock) information retrospectively, i.e. at any time after the information has been committed to the patient record.  
2.2.4 Exceptionally, a patient’s request to seal can be refused, but this can only be justified in the public interest
.

2.3 Clinician sealing requirements in outline. (see Section 8 for full requirements)
2.3.1 The law allows patients to see their health records.  In specific circumstances, such as where the record contains confidential information about a third party, information should be withheld from the patient. “Clinician sealing” enables NHS CRS users to identify such information, so that the remaining information can be made available to the patient.
3 Information Governance

3.1 Information Governance Confidentiality Controls

3.1.1 Sealed Envelopes form one of a series of controls designed to protect the confidentiality of patient information held within the systems delivered by NHS CFH; including Consent, Legitimate Relationships and Role Based Access Control (RBAC).
3.2 Consent
3.2.1 Patients have the option to opt-out of NHS CRS information sharing – patient dissent prevents patient identifiable clinical information being made available across organisational boundaries, unless forming part of a direct clinical communication such as a referral.
3.2.2 Patients may also opt not to have a Summary Care Record.

3.3 Legitimate Relationships
3.3.1 A user must have a ‘legitimate relationship’ with a patient in order to gain access to the NHS CRS clinical records of that patient.   For example, a care team would hold legitimate relationships with their patients.

3.4 Role Based Access Control

3.4.1 Role Based Access Controls determine the Activities that a user acting in a User Role Profile can perform, the system functionality associated with those Activities, and thus indirectly the types of data accessible. 

4 Architecture

4.1.1 Sealing is to be implemented using a distributed architecture however the sealing status must always be accessible by systems that have access to the data.  

4.1.2 Locally sealed information can be managed in a manner to suit the local environment and is expected to be held locally.

4.1.3 For any information that is shared the central access control service must be used to determine access restrictions/permissions.

4.1.4 The central access control service is a web service. 
The service interface is defined in the External Interface Specification (EIS) in the Access Control Service section. The usage required for sealing is shown in Appendix F of this document
.  This central access control service can reference any identifiable resource and can store permissions for accessors against resources. The central access control service allows the permissions to be set and retrieved.
4.1.5 The message elements associated with sealing and unsealing events are defined within version 6 of the MiM.  
4.1.6 All Sealing Event, Refusal to Seal and UnSealing Event acts must be associated with the Administrative procedures CRE category.

4.1.7 Any systems communicating sealed information must ensure that the central access control system has received and set the sealing permissions prior to sending the information.  Thereafter, the central access control service must be used to determine whether the information is sealed.
4.1.8 If a receiving system is not accredited as a receiver of the interaction, then sending systems should use legacy processes for communication, this may include using the postal service or other methods of communication.
5  Requirements – Patient Sealing
5.1 General Information
5.1.1 Prior to agreeing to a patient sealing request, the clinician must ensure that the patient is fully informed of the potential consequences of their request.

5.1.2 The patient, or their authorised representative, is able to change their preferences with respect to the sealing (or sealing and locking) of their information at any time and Supplier systems must enable this flexibility (see Section 5.5).

5.1.3 A patient may have numerous sealing decisions associated with their record. A patient may, over time, allow different care teams access to different groups of information e.g. by sealing information in different care settings on their local record.
5.1.4 In all uses of Sealed Envelopes, sealing controls work in conjunction with Legitimate Relationships and Role Based Access Control (RBAC).  A clinician must have a legitimate relationship with a patient and an appropriate role in order to be able to perform any sealing activities or access any sealed data.   The provisional RBAC activities governing Sealing functionality are listed in Section 9.2. 
5.1.5 Sealing status must apply to all copies or derived information that are created subsequent to the information being ‘sealed’ irrespective of whether the copy is manually or automatically created. 

5.1.6 Supplier systems are not required to propagate the sealing status to any previously distributed copies of the information being sealed or sealed and locked. 
5.1.7 Supplier Systems must not allow Sealed and Locked information to be included in any communication.

5.1.8 All changes to sealing status must be written to an appropriate audit log and appropriately summarised and notified to patients via HealthSpace.   
5.1.9 TES (TMS Event Service) is the central function to be used for alerting functionality. The required audit and alerting functionality is detailed in the appropriate sections of this document. 
5.1.10 Supplier systems should comply with the sealing aspects of the User Interface and iconology established for CUI (Common User Interface) for safety purposes (currently in the process of being defined).

5.1.11 The author of the information must always (subject to RBAC and LR) retain access to the information regardless of future changes to the sealing (or locking) status.

· If sealed data is subsequently changed by a different author, the original author only retains access rights to the replaced version (if it remains accessible).  The author of the new information automatically has author access rights to the new information. 
· If two different parts of a set of sealed data were authored by different people, authorship only provides access rights to the sub-set of the sealed data that the author created.
5.1.12 It is the responsibility of the sealing clinician to ensure that when sealing only part of a set of information, the unsealed section is clinically relevant and can be safely viewed independently of the sealed information (see 5.4.6)

5.1.13 When printing from the local system:

· the system should output the same information that the user has access to (suppliers should provide an option for the clinician to print with or without sealed information)

· It is the responsibility of the Clinician to ensure that when printing a document that contains sealed information confidentiality is maintained.  

5.1.14 When printing from PSIS (CSA) the system should not output any “Sealed” or “Sealed and Locked” information, regardless of access rights. 

5.2 Units of Sealing

5.2.1 Individual items or groups of items in the record can be sealed or sealed and locked, e.g. clinical statements on the local system or documents on the Summary Record
.
5.2.2 Examples of the smallest unit of information that can be sealed or sealed and locked is:

· a clinical statement or section of clinical content (when sealing locally); 

· an accepted local system unit of information that may be similar to a clinical statement or more aligned to business processes
; 
· a document (when sealing on the Summary Care record). 
· a Radiology Study (sometimes referred to as a PACS Study)

· Any other objects as the Authority might reasonably require to be sealed.
5.2.3 A patient will be able to have any part of his or her Summary Care Record or detailed records sealed other than:

· Patient identifying data and demographics (such as name and address
) and certain other specific data items which should never be "sealable" by a patient
 and which the system should not allow clinicians to seal;

· Any information within the record that the patient is not entitled to see, such as confidential third-party information
;

· Data which is not feasible to seal (see below);

· Where the patient lacks mental capacity and the clinician judges that “sealing off” the information is not in the patient’s best interests; and

· Information which, in the overriding public interest, should not be sealed, as judged by the clinician reviewing the sealing request.

5.2.4 There are a number of potential NHS CRS constraints of type c) above.  It should not be possible to seal:

· individual items that only make sense within a logical grouping of data
;

· items that are component parts of a standard “unit of sealing”, for information conveyed using HL7 CDA this is the entire document;

· part of an image (e.g. part of a letter that has been “scanned in”); 

· patient information that was recorded in application software before the NHS CRS was introduced with LSP record structures that can’t reasonably
 support sealing.

5.3 Contemporaneous Sealing
5.3.1 Contemporaneous Sealing refers to the sealing (or sealing and locking) of information by the author at the time that the information is entered and before the information is available for access by others.
5.3.2 Contemporaneous Sealing must be supported in all clinical settings.  
5.3.3 A patient, or their authorised representative, may choose to ask their clinician to seal (or seal and lock) information at the time that the information is created.  
5.3.4 When information is being recorded supplier systems must:

· Allow the user to record whether the set of patient information about to be written to the patient’s record should be sealed, sealed and locked or stored unsealed. 

5.3.5 If the information is to be sealed or sealed and locked, the system must:
· (for local systems) grant access to the sealed (or sealed and locked) information to an “active” workgroup which the clinician, in their current role, is a member of – e.g. an SDS Workgroup that is present in their User Role Profile.  If there is more than one valid workgroup, then the system must allow the clinician to choose, from a list, which of these workgroups is to be allowed access. 

· prompt the user to record:

· the person requesting the action – either the patient, or the name of their legal representative. If the requestor is not the patient, the system must require the user to record the legal justification for the requestor’s authority. (Appendix C provides a list of those able to request the seal on behalf of a patient.)
· optional free-text notes
· Record the following details in an appropriate audit file:
· the user (userid  and URP id of user) performing the administration process 

· the person requesting the action – either the patient, or the name of their legal representative together with the legal justification for their authority.
· the date and time of the action, and the action itself i.e.
· seal

· seal and lock 

· a reference to any associated free-text notes
· identification of the information that has undergone the change in sealing status

· if sealed locally the workgroup (name and identifier) that has been given access 

5.3.6 Free text notes associated with sealing must also be sealed

5.3.7 Free text notes associated with sealing and locking must also be sealed and locked.

5.3.8 Patients must be notified of any change in sealing status via HealthSpace (where the patient is registered with HealthSpace).   The following information should be made available to the patient via HealthSpace: 
· the name of the user performing the action 

· the organisation performing the action

· the person requesting the action, (either the patient, or the name of their legal representative together with the legal justification for their authority)
· the type of action i.e. Information has been sealed, Information has been unsealed etc

· if it was sealed locally the name of the workgroup that has been given access. 

· the date and time of the action
5.4  
Retrospective Sealing
5.4.1 Retrospective Sealing refers to the sealing of information at a time after the information was created and stored with a patient’s record. 
5.4.2 It is not possible to seal and lock information on the National Summary Care record (PSIS). It is possible to Seal and Lock locally if the information has been transmitted to PSIS however the patient should be aware that this information will not be withdrawn from PSIS.
5.4.3 In general, it is expected that retrospective sealing will be performed as part of a special consultation with a clinician (e.g. the patient’s general practitioner).  The patient and clinician will be able to review the record together and decide what information can and should be sealed (or, if the information is not currently held on PSIS, sealed and locked). 
5.4.4 The patient, or their authorised representative, should (where possible) make their sealing request to the team that is currently providing that aspect of their care, usually the team that originally recorded the data, thereby providing the appropriate workgroup with continuing local access to the sealed or sealed and locked data unless the sealing is applied to information on PSIS as workgroups are not associated with the sealed information on PSIS.

5.4.5 If the patient is no longer receiving care from the originating team, they can ask another team with access to the relevant data to perform the sealing, e.g. their GP. 
NB.  The sealer will only be able to seal the information that they have access to.

Sealing by a user outside of the originating workgroup would deny access to the sealed data by the originating workgroup (other than the author), although the originating workgroup would be able to gain access to this information in the future with express patient consent.  
5.4.6 Supplier systems must allow the clinician to select individual clinical statements, or other logical units of sealing (see Section 5.2) to be sealed.  However, the local application should also assist the user by making it easy to seal logical groupings of sealable units of data such as episodes, problems and diagnoses.
5.4.7 Supplier systems must offer the same functionality as outlined in sections 5.3.5 to 5.3.8 for contemporaneous sealing.
5.4.8 If the seal is being applied to locally held information and that information is also held in the Summary Care Record then the information held in the Summary Care Record should be sealed using the central access control service. 

NB:  Within the Summary Care record it only possible to seal whole documents. 
5.5 Removing and/or Unlocking Seals

5.5.1 Patients must be able to change their mind regarding sealing/unsealing and locking/unlocking sensitive information at any time.
5.5.2 Supplier systems must offer members of the workgroup permitted access to sealed and locked information the option of unlocking sealed and locked data without removing the seal.  

5.5.3 Supplier systems must therefore:
· allow the clinician to select the information to be unsealed, unlocked or both    

· set the value of the Sealing Status (see 5.5.5 below).
· assign access to any locally held sealed information to the chosen workgroup of the sealer
· prompt the user to record :

· the person requesting the action – either the patient, or the name of their legal representative together with the legal justification for their authority. (Appendix C provides a list of those able to request the seal on behalf of a patient.)

· optional free-text notes

· record the following details in an appropriate audit file:
· the user (userid and URP of user) performing the administration process 

· the person requesting the action
· the date and time of the action, and the action itself i.e.

· unseal

· unlock
· a reference to any associated free-text notes

· identification of the information that has undergone the change in sealing status

· (when unlocking) the workgroup (name and identifier) that has been given access locally
5.5.4 If unsealing sealed data held within the Summary Care Record, update the access control service and send the Un-Sealing Event to the Summary Care Record.
5.5.5 Free text notes associated with sealing must themselves be sealed.

5.5.6 Patients must be notified of any change in sealing status via HealthSpace.   The following information should be made available to the patient via HealthSpace: 
· the name of the user performing the action 

· the organisation performing the action

· the person requesting the action – either the patient, or the name of their legal representative together with the legal justification for their authority
· the type of action i.e. Information has been sealed, Information has been unsealed etc

· the name of the workgroup that has been given local access (in the case of unlocking information).

· The date and time of the action

5.5.7 For information held only locally, the setting of the sealing status can be done using local functionality.  For shared resources (shared Documents), the sealing status must be set by updating the central access control service.

5.5.8 There are a number of different scenarios regarding the modification of sealing status of patient information – a number of these scenarios are documented in Appendix A. 
5.6 Sealing Refusals

5.6.1 In exceptional circumstances refusing a request to seal will be justifiable in the public interest
, normally because there are identifiable serious risks to third parties. For example, it might be justified to refuse in the public interest a patient’s request to seal data which concerns information about:

· patient violence that indicates that the patient is a threat to staff and other patients; and

· a diagnosis that indicates that the patient poses a serious risk to the health of others.

5.6.2 Any refusals should be recorded, and be viewable by clinicians whenever the patient (or their authorised representative) makes further sealing requests of their information.  Supplier systems must therefore:
· require clinicians to choose from a configurable list of refusal reasons

· require clinicians to enter a free-form note describing the reason for refusing the sealing request

· store the refusal information locally (optional)
· send the Refusal information to the Summary Care Record so as to make the information available to a clinician dealing with any future retrospective sealing requests by the patient (or authorised representative).  This communication should use the “Refusal to Seal Report (POCD_MT180001UK04)” as documented within MiM v6.
Refusals will always be sent to the Summary Care Record whether or not the information the patient requested to be sealed resides within the Summary Care Record.
5.6.3 Details of refusals must be accessible by users of the system holding the information for which sealing was refused and by users with access to the Summary Care Record.  The details to be made available when a patient (or their authorised representative) makes a subsequent sealing request are: 
· the user performing the administration process 
· userid  and URP id of user 
· the sealing requestor; the date and time of the action 
· the reason for refusal; and

· the content of the free text note.  
· Note that refusals are sent as separate messages and are not stored with the related data. 
5.7 Accessing Sealed Information (Clinician)
5.7.1 A user has access permission to sealed information:

· that the user has authored.
Or

· when the user is a member of a workgroup that has access permission to the sealed information either directly or by membership of a parent of the workgroup
Or

· When the workgroup(s) that has access permission to the sealed information is within the hierarchy of children of one of the workgroups directly associated with their URP regardless of status. E.g. they are a member of a workgroup that is a parent of a workgroup with access permission
Or

· When the patient is dead (see 5.11)

5.7.2 When a user with access permission attempts to access sealed information. Supplier software must initially withhold the information and indicate (e.g. through an icon) that information has been withheld from the view.  The user must take a definite action in order to view the information.  Note: there should be one indication per view and not one indication per sealed (or sealed and locked) element.
5.7.3 The existence of sealed (or sealed and locked) information in a patient record should not be highlighted unless the user is attempting to access that part of the electronic record, e.g. no icon or message should be displayed where the patient has sealed some data (e.g. a mental health episode) and the user is not attempting to access it, but instead is accessing another part of the electronic record (e.g. the patient’s screening appointments).   
5.7.4 If a user with access permissions (via author right or workgroup (if using a local system)) requests to view sealed information then the sealed information should be displayed (with its sealing status indicated).  No sealed envelope alert should be raised.
5.7.5 In the case where a user attempts to access information that was recorded by another workgroup and sealed (but not locked) on behalf of the patient, the NHS CRS software must withhold the information and display an indication of the presence of sealed information.  Note: there should be one indication per view and not one indication per sealed  element.  

5.7.6 The indication(s) provided by Supplier systems should indicate to the user whether or not they currently have access to the sealed data.
5.7.7 The clinician without access permissions should seek patient consent before attempting to access the sealed information.  The patient could choose to deny consent or to grant consent to the user on a temporary basis.
5.7.8 If the user proceeds to attempt to access the sealed information then a message (similar to those used when breaking dissent) must be displayed such as (TBC): 

“This information has been sealed. You can access this information on this occasion with the patient’s explicit permission. You should seek advice before accessing the ‘sealed’ information without permission; it can only be justified where the law specifically requires, or where the public interest outweighs the patient's right to confidentiality
. If you proceed an alert will be sent to a privacy officer within your organisation, and this can result in disciplinary action.” 

The above text is indicative
 with the final text to be agreed.

5.7.9 If the user decides to access the sealed information then the Supplier systems must first prompt the user to indicate whether patient consent has been obtained for temporary access to the sealed information.   
5.7.10 If patient consent has not been obtained then the system must prompt (and force) the user to select a valid reason for accessing the sealed information from the national standard list of valid reasons.  Currently
 these are:

· Public interest
;
· Access is required by statute; or
· A court order demands access.

The user must also be given the option of recording a free text note describing why the access is required.

NB.  The availability of these options, when patient consent has not been granted, is defined by the RBAC activities associated with the role of the user.  
5.7.11 If the user has indicated that the patient has consented to access of the sealed information, or the user has gone through the step outlined in 5.7.10, Supplier systems must take the following actions:

· Provide access solely to the requesting user to ALL sealed (but not sealed and locked) information for the duration of the session of the user.
· Raise an alert via TES
 to an authorised person within the organisation of the user with a responsibility for protecting patient confidentiality such as the Caldicott Guardian or Privacy Officer.  Only one alert per patient per user session should be raised by a clinician to the Caldicott Guardian or Privacy Officer when breaking a seal. The alert must contain the following information:
· the date and time of the access
· the identity of the user accessing the sealed information (userid  and URP id of user)  

· the patient identifier

· the reason for access 
· associated free text note (see 5.7.10)
· This information must also be captured in an appropriate audit log.

· Patients will be notified of any granting of temporary access to their sealed information via HealthSpace.  The notification will be forwarded to HealthSpace by TES on receipt of the alert detailed above.  Patients should be informed of the following:
· the name of the user accessing the sealed information

· the date and time of the access 

· the reason for the access (see 5.7.10).

5.7.12 Any attempt to access the sealed information by the user in a subsequent session, or any parallel access attempt by another member of the workgroup of the user, will again require justification of the access and the raising of another alert.
5.7.13 The information which the user is attempting to access may be held within the patient's Summary Care Record or within their Detailed Care Records; either way the controls should be the same. 

5.8 Accessing Sealed and Locked Information (Clinician)

5.8.1 The process for accessing Sealed and Locked information is the same as for accessing Sealed information with access permission, however the following apply:

5.8.1.1 The only users able to access the sealed and locked information are those in the workgroup of the sealer, the Author of the information and those fulfilling subject access requests submitted under the Data Protection Act 1998 for the patient.
5.8.1.2 Users (other than the Author and those fulfilling subject access requests submitted under the Data Protection Act 1998) outside of the workgroup permitted access to the sealed and locked information must not be made aware of the existence of sealed and locked information in a record.

5.8.1.3 When a user attempts to view a record containing sealed and locked information that (s)he created, or is a member of the workgroup with access permission, the NHS CRS software will initially withhold the information and indicate (e.g. through an icon) that sealed information has been withheld, but is accessible. The user must take a definite action in order to view the information.  Note: there should be one indication per view and not one indication per sealed (or sealed and locked) element.

5.8.1.4 Once the user has taken the appropriate action to view the sealed and locked information then the sealed and locked information should be displayed (with its sealing status indicated) with no sealed envelope alert being raised.

5.9 Accessing Sealed Information (Decision-support Software) 
5.9.1 When running decision support the following rules apply:
· If the user currently has access to either sealed or sealed and locked information in the record the decision support software should utilise whatever information is currently available to the user. 
· Decision support software must ignore sealed and locked information to which the user does not have access.

· If the decision-support software encounters any sealed (but not sealed and locked) data to which the user does not have access, the software should determine whether the output of the decision would have been different had this sealed information been accessible.  

· If the content of the seal does not affect the output, the decision support advice should be given. 

· If the content of the seal does affect the output, the system should provide advice as if the inaccessible sealed information were not present however this should carry a warning.  The warning message may read:


“The patient has sealed information in their clinical record. Had that information been available, the decision-support advice given would have been different.”

5.9.2 If suppliers are not able to implement this fully in the first instance, it is acceptable for them to implement decision support as described below as an interim measure.  Suppliers will be given due warming of the final compliance deadline.  The minimum a decision support system must offer is the following:

· If the user currently has access to either sealed or sealed and locked information in the record the decision support software should utilise whatever information is currently available to the user.
· Decision support software must ignore sealed and locked information to which the user does not have access.
· If the decision-support software encounters any sealed (but not sealed and locked) data to which the user does not have access, the software should output:

A)
decision-support advice as normal, but taking no account of the sealed data.
B)
a warning message to the user that the decision-support advice given takes no account of data sealed by the patient. The warning message may read:

“The patient has sealed information in their clinical record. The sealed information has not been considered in the decision support advice. ”

5.9.3 The information which the user is attempting to access may be held within the patient's Summary Care Record or within their Detailed Care Records; either way the controls should be the same.

5.10 Accessing Sealed Information (Patient via HealthSpace)

5.10.1 Patients viewing their Summary Care Record through HealthSpace:

· Must be able to see sealed information, together with an indication of the relevant sealing status 

· Must be able to see sealing and unsealing actions (where affecting information held within the Summary Care Record); and
· Must be able to see sealing refusals and sealing refusal notes.

5.11 Duration of Seals

5.11.1 Seals remain in place until the patient either changes their mind or dies.
5.11.2 Sealed information should not be actively unsealed on patient death (as indicated as formal death on PDS) but the Sealed Envelope access controls should not be applied if the patient is dead i.e. alerts will not be raised if information is accessed, however indications (e.g. icons) should be displayed as they were at time of death. This means no sealing instruction can be applied after death. 
5.12 Communications

5.12.1 When sealed information is communicated from one system to another, its sealed status must be understood by the receiving system. The sending system must ensure that the sealed status is accessible to the receiving system and must communicate the sealing report such that it is available to the recipient.
5.12.2 Sealed and locked information must not be included in direct communications.

5.12.3 All changes to access rights to the sealed information should be written to an appropriate audit trail and the change notified to the patient via HealthSpace.  The patient should be notified of

· the organisation of the user performing the action as derived from the URP;

· the person requesting the action, if not the patient (and relationship)

· the originating organisation

· the type of action

· the name of the workgroup that has been given local access

· the date and time of the action

The audit entry should include the same information notified to the patient.

5.13 Direct Communications – Local to Local   

5.13.1 If patient information is to be communicated (e.g. a referral) and the initiator of the communication wishes to include within the communication information that the patient has sealed (but not sealed and locked), then the user must gain explicit consent from the patient regarding inclusion of the sealed (but not sealed and locked) information.   
5.13.2 In the case of where a patient wishes to seal part of a document, two reports will need to be created; one sealed in its entirety and containing all the information the patient would like sealed and the other containing only information that is not sealed. 

5.13.3 In the case of a document (e.g. discharge report) that includes sealed information where the patient is not present at the time of writing then consent should be gained before the report is sent anywhere. If this is not possible the sealed information should be excluded from the report. 
5.13.4 When sharing
 sealed information, sending systems must:

· Ensure that the central access control service has been updated to
: 
· deny access to the clinical document set to everyone
 and to 
· deny access to the sealing document set to everyone.

and, when this is successful:

· Send the clinical document to the Local destination
· Send the seal report document to the Summary Care Record to make it available to the Local destination. 

Note: When sending an updated version of a sealed document that has previously been sent, the permissions for the Document Set will already be applied.  The system must get the existing permissions in order to ensure the permission is set.  This will normally have already been done when retrieving the earlier version for update.

Note that if the communication of the clinical information is to the Summary Care Record and to one or more Local destinations, then the central access control service only needs to be updated once, and the single sealing report need be sent to the Summary Care Record only.
5.13.5 For communications other than GP2GP transfers, the accessor identifiers are not included as part of the sealing decision information.

5.13.6 Suppliers of systems must define how workgroups should be allocated to incoming sealed information. The receiving application must:

· Access the central sealing service to determine the sealing status of the document set to which the document belongs;

and, for each sealed document:

· Ensure that it is treated as sealed (e.g. by marking it locally).

and, if a primary recipient:

· Locally allocate the identified workgroup as an accessor of the sealed document so as to permit members of that workgroup access to the sealed information.
Secondary (or copy to) recipients must not have their workgroups automatically granted access to sealed information within direct communications. 
NB. The selection of workgroup is the same selection that is made for the creation of Patient Referral Legitimate Relationships.  
5.13.7 If both parties of a potential communication have access to the same information stores because they are using the same system, either within the same organisation or between organisations, then systems may make reference to the information for which explicit patient consent has been given rather than including the information within a transfer of data.  This only applies to local transfers.   Supplier systems should grant the recipient workgroup access to the local copy of sealed information, generate an audit log entry and notify the patient via HealthSpace (as in 5.12.3).  

5.14 Communications to and from the Summary Care Record  

5.14.1 When information is sent to the Summary Care Record in the form of a clinical document, the sending system must create a seal report document and must:

· Ensure that the central access control service has been updated to: 
· deny access to the clinical document set(s)
 to everyone; and to 
· deny access to the sealing document set to everyone.
and, when this is successful:

· Send the clinical document(s)
· Send the seal report document

5.14.2 Whenever one or more sealable documents are retrieved from the Summary Care Record, current information from the central access control service must be used to determine the sealing status of each of the document sets.
5.15 Direct Communications – GP to GP Transfers  

5.15.1 When a patient transfers from one general practice to another, the new general practice essentially inherits the duty of care from the previous practice and so should gain any rights of the previous practice to access sealed (but not sealed and locked) data within the record of the patient.   Supplier systems must therefore support the migration of access to sealed information when a patient transfers from one general practice to another by granting the workgroup of the receiving general practice access to the local copy of the information sealed by the transferring general practice.  

5.15.2 When a patient transfers from one general practice to another, access to sealed and locked information must remain with the sealing practice.  The new general practice must not gain access to information sealed and locked at the previous general practice.  When information to be transferred from one GP system to another is sealed, sending systems must:

· ensure the sealed status of the information is transmitted;

· Include sealing decision information with the sealed information.

5.15.3 On receipt of sealed information the receiving system must.
· Ensure the sealed status of sealed information is recorded;

· Determine if there is any sealed information for which the originating GP had access to that information;

and for each set of sealed information for which the originating GP had access:

· add the workgroup of the receiving GP as an accessor to this sealed information.

5.15.4 Receiving systems must generate audit log entries for each change and notify the patient via HealthSpace in a single notification (as in 5.12.3).

5.16 Workgroup Changes and Super User Access
5.16.1  Workgroups should very rarely close, although they will change in membership and may become part of new organisations (e.g. when new legislation creates new NHS legal entities). 

5.16.2 Where reorganisations of teams takes place such that the responsibilities of one team are taken over by another team, accesses by the successor team members are treated the same as accesses by the original team members.   Supplier systems must therefore support the migration of access to sealed information when such changes take place.  
5.16.3 When a workgroup has been disbanded, there may be an exceptional need to gain access to sealed or sealed and locked information in order to provide a successor workgroup with access to the information.  This access will be covered by RBAC and will be available to a very restricted set of people.

5.16.4 This group of “super-users” must be able to re-assign the workgroups granted access to sealed, or sealed and locked, information but must not be able to access the information itself.

5.16.5 All changes to access rights to the sealed information should be written to an appropriate audit trail and the change notified to the patient via HealthSpace.  The patient should be notified of:
· the name of the user performing the action 

· the organisation of the user performing the action

· the person requesting the action, if not the patient (and relationship)

· the type of action

· the name of the workgroup being granted access rights to the sealed information. 
· the date and time of the action;

6 Patient Sealing – Technical Information

6.1 Validation Rules

6.1.1 This section states the responsibilities of the senders and receivers of messages that may contain sealed information and the validation which must take place at the source and destination of these messages.

6.1.2 Senders must abide by the following rules:

· It is the responsibility of the sender to ensure that the user requesting a change to sealing status has the appropriate access rights.
· It is the responsibility of the sender to ensure for each document that is sealed, there is an entry in the central access control service denying ‘everyone’ permission to view the document set to which the document belongs.

· It is the responsibility of the sender to ensure that for every document set that is sealed, the sealing event referenced in the central access control service is either already available to the recipient or is made available to the recipient by  sending sealing event information in a separate message.

· There must always be an Author associated with the sealing event report.

· It is the responsibility of the sender to write the appropriate audit log entries (outlined in the respective sections) upon completion of a Sealing request.

· Senders must not include sealed and locked information in communications.

· When checking the ability of the recipient system to receive the communication as described in the EIS section 5, the sender must ensure that the Accredited System is accredited with the ACF Characteristic “SSEP” (Supports Sealed Envelopes for Patients).  Patient Sealed information must not be sent to a recipient system that does have this ACF Characteristic.. 

6.1.3 Receivers must abide by the following rules:

· On receipt of any sealable document (confidentialityCode=’V’), it is the responsibility of the receiver to determine whether the document is sealed by accessing the central access control service.

· When receiving a direct communication (e.g. a referral), it is the responsibility of the local receiver to allocate an appropriate workgroup to access sealed content.

· Prior to allowing the output of any sealable document (confidentialityCode=’V’), it is the responsibility of the receiver to use current information from the central access control service to determine whether the document is accessible in this context.

6.2 Synchronisation Rules

6.2.1 Local systems must use access the central access control service at the point at which shareable documents within a patients record are accessed locally in order to determine their sealed or not sealed status and to determine whether the current user has access permissions to those documents.  Note that the absence of any information about a particular document set indicates that that document is not sealed.  Not sealed is the default status.

6.2.2 Therefore, when information in a local patient record is synchronised with PSIS, there is no need to retrieve the access control information for that patient from the central access control service.  
7 Requirements – History of Sealing Decisions
7.1 History of Sealing Decisions 

7.1.1 Supplier systems must enable authorised users to obtain the history of sealing decisions made regarding a patient.

7.1.2 This history must include the following details for information that is not currently sealed:

· Requestors Name (or Authorised Representative, together with the relationship to the patient, other than the patient)

· Date(s)/Time(s) of sealing status change(s)

· Identification of User making change (including Name)
· Type of change
· Free text note (where appropriate).

7.1.3 For information that is currently sealed, and the user does not have access to the sealed information, and is not the Author of the seal/unseal event, only the date and type of change should be included in the history.

7.1.4 For information that is currently sealed, and where the user has access rights to the sealed information, the history should include the details listed in 7.1.2.

7.1.5 The history should report both local system and national system sealing decisions.  Supplier systems must explicitly state the systems from which sealing history has been obtained.
7.1.6 The sealing history functionality must only be made available to users subject to normal IG controls.
8 Requirements – Clinician Sealing

8.1 Clinician Sealing of Patient Information

8.1.1 The law allows patients to see their health records.  Most patients are entitled to a full copy of their paper and electronic records, but in a small minority of cases, specific information should be withheld from the patient and any representatives (e.g. relatives, carers). The aim of clinician sealing is to enable NHS CRS users to identify information within a patient’s NHS CRS records that should not be disclosed, so that the remaining information can be made available to the patient.  
8.1.2 Clinician sealing and “unsealing” will be carried out by NHS CRS users with appropriate role-based access control privileges and a legitimate relationship to the patient. 
8.1.3 Any qualified health professional with a legitimate relationship with a patient can subsequently remove or otherwise change the access restrictions specified by a sealing clinician. 
8.1.4 No information that should be Clinician Sealed shall be passed to PSIS
. 

8.1.5 Seven different types of “clinician-sealed” information have been identified i.e. where:

a) 
Information has been withheld that is likely to cause serious harm to the physical or mental health of the data subject or any other person;
b) Confidential third party information has been withheld;

c) A child has asked that the information should not be disclosed to a responsible person who would otherwise be entitled to see it (e.g. parent)
;

d) A person incapable of managing their own affairs has asked that the information should not be disclosed to people who would otherwise be entitled to see it (e.g. a legal guardian);

e) The information has been withheld because a patient explicitly asked not to know about it;

f) Information which might otherwise alarm the patient has been withheld temporarily by a clinician to give time for the clinician to speak to the patient;

g) a test result has been automatically withheld for a standard period to allow a clinician time to review the results and take action accordingly (see 8.4).
8.1.6 The first four bullets in 8.1.5 are provisions for compliance with data protection legislation.  The remaining bullets can be justified through the clinician’s duty of care to the patient; these are considered sufficient reasons to withhold information (e.g. if the patient attempts to access their Summary Care Record through HealthSpace) but not where the patient submits a subject access request under the Data Protection Act 1998. 
8.1.7 The NHS CRS must allow most parts of a patient's record, as outlined in Section 5.2.3 to be sealed by a clinician.  

8.1.8 Whenever a clinician wishes to seal, Supplier systems must prompt (and force) the clinician to select one or more of the justifiable reasons in 8.1.5 for sealing.  Supplier systems must also offer clinicians the opportunity to enter a free-text note describing the sealing decision.
8.2 Contemporaneous Clinician Sealing
8.2.1 Contemporaneous Clinician Sealing refers to the situation where the information being created by the clinician is identified as belonging to one of the categories described in 8.1.5  and is sealed by the clinician at the time of data entry.
8.2.2 Supplier systems must therefore

· Allow the clinician to identify the information to be sealed

· Prompt the clinician to enter one or more reason codes for the sealing instruction (see 8.1.5)

· Prompt the clinician to either

· enter an expiry date when the sealing instruction should be automatically revoked; or
· leave this value blank in which case the seal remains in place until explicitly removed

· see also 8.8
· Flag the clinician sealed information within the local record and note the associated reason code and any expiry date for the sealing instruction
· Log the following details in an appropriate audit trail

· the user performing the administration process (userid  and URP id of user)  
· the person requesting the action

· the date and time of the action, and the action itself (i.e. a record of what information was sealed and the reason code)

· free text note associated with the act of sealing (where provided).

· Free text notes associated with clinician sealing must themselves be sealed.

8.3 Retrospective Clinician Sealing

8.3.1 A clinician identifying inappropriate third party or harmful data already within a patient record may decide at any time to seal it off, so there is also a requirement for retrospective sealing. 
8.3.2 There are also specific circumstances where a patient is likely to see their own record, and each of these could trigger a retrospective review of a patient record:

· a subject access request made by, or on behalf of, a patient; and

· an appointment being made with a patient who wishes to retrospectively seal information within their health record, as such consultations will almost inevitably involve the patient looking at their own record.   Therefore certain information may require clinician sealing before such a patient review takes place.
8.3.3 Supplier systems must therefore

· Allow the clinician to select the information to be sealed

· Prompt the clinician to enter at least one reason code for the sealing instruction (see 8.1.5)

· Prompt the clinician to either

· enter an expiry date when the sealing instruction should be automatically revoked; or

· leave this value blank in which case the seal remains in place until explicitly removed unless  special requirements on expiry are in place
· see also 8.8.
· Flag the clinician sealed information within the local record and record the following details in an appropriate audit trail:
· the user performing the administration process (userid  and URP id of user)
· the person requesting the action

· the date and time of the action, and the action itself (i.e. a record of what information was sealed and the reason code)

· free text note associated with the act of sealing (where available).

· Free text notes associated with clinician sealing must themselves be sealed.

8.4 Withholding NCRS test results from HealthSpace

8.4.1 To support case (g) in 8.1.5, Supplier systems must automatically clinician seal all NCRS test results for a configurable national standard period of time (currently 60 days).

8.4.2 Within this time period, clinicians have an opportunity to review the test results and decide whether the test results need to be withheld within a clinician "sealed envelope" for up to the maximum of the national standard fixed period of time stated in 8.8.3 to allow time for the clinician to arrange to speak to the patient and explain the implications of the results. 

8.4.3 Supplier systems must therefore enable clinicians to seal NCRS test results for the national standard fixed period of time or to amend the duration to within that duration limit.
8.5 Accessing Clinician Sealed Information (Clinician)
8.5.1 Clinician sealed information is withheld initially in case the screen is in view of the patient or patient representative. Clinician sealing prevents patients from seeing inappropriate data, and is not a means of one clinician preventing patient information being accessed by other clinicians.  There is therefore no reason specific to clinician sealing to audit access to clinician sealed data.  Normal auditing requirements for access to patient information must be enforced.

8.5.2 Supplier systems must initially withhold clinician sealed data when a NHS CRS user attempts to display or print patient information that has been sealed by a clinician (including themselves).  
8.5.3 A marker (there will be a standard icon to be used) must be displayed by Supplier systems to indicate that information has been withheld.  One such icon should be displayed per view as opposed to per data element that has been clinician sealed.
8.5.4 Supplier systems must present the user with the option to display the data which were initially withheld.
8.5.5 If the user chooses to display the sealed information then the system should output the clinician sealed information together with any related sealing notes.  The sealing status of this information should also be indicated.
8.5.6 Supplier systems should provide the clinician with the ability to hide displayed clinician sealed information during a consultation with the patient so as to prevent the patient accidentally viewing such information during the consultation. 
8.6 Accessing Clinician Sealed Information (Other)

8.6.1 The Data Protection Act 1998 enables citizens to request a Data Controller to provide a copy of all the personal data held by the Controller about the Data Subject.  Such a request is known as a Subject Access Request.
8.6.2 Reports generated from Supplier systems to satisfy a Subject Access Request must omit clinician sealed information except where the reason codes for sealing indicate that the information was sealed for purposes (e), (f) and (g) outlined in 8.1.5.

8.6.3 Information sealed by clinicians must not be withheld from printed reports for clinicians.

8.6.4 Clinician–sealed data must not be made available to the patient via HealthSpace and patients must not be made aware that any information has been withheld.
8.7 Modifying Clinician Sealed Envelopes
8.7.1 Clinicians must be able to modify the clinician sealing status of patient information, subject to the usual IG controls such as RBAC and Legitimate Relationships.
8.7.2 Supplier systems must enable clinicians to modify (i.e. remove, extend or alter the duration of) clinician sealing instructions and to append text to sealing or unsealing free-text notes. 
8.8 Duration of Clinician Seals
8.8.1 For most types of information being sealed, the clinician can choose to specify a date when the access restriction will end automatically. Otherwise, the information will remain sealed until it has been “unsealed” by a clinician (see paragraphs 8.2.2 and 8.3.3).

8.8.2 The exception to the above is where information is being withheld temporarily until the clinician has had a chance to explain its significance to the patient (cases f and g in 8.1.5).
8.8.3 For case (f) and (g) in 8.1.5, Supplier systems must 

· Enforce the automatic expiry of clinician seals after a configurable national standard number of days (currently 28 days from the date the information was recorded)  

· warn clinicians that the information will be withheld for a national standard number of days after which the sealing will be automatically revoked.
8.8.4 Supplier systems must enable clinicians to remove clinician seals before any associated sealing expiration period (automatic or user defined) ends.
8.8.5 Unlike patient sealing, clinician sealing restrictions must not change or expire automatically when a patient dies, as there may still be a need to prevent the friends, relatives or carers
 of the patient from seeing the sealed information. 

8.9 Direct Communications
8.9.1 If a patient transfers care teams, clinician sealing status and metadata must be accessible to users with access to the patient information.  

8.9.2 If information is physically transferred, then the clinician sealing status of the information must be preserved and sealing metadata must accompany it.
9 Dependencies
9.1 Workgroups
9.1.1 The decision as to whether a user has local access to patient sealed information is based upon membership of the appropriate workgroup i.e. whether the User’s Role Profile is linked to a workgroup associated with the sealed data.

9.1.2 Workgroups must therefore be appropriately defined so as to prevent excessive access to sensitive information that the patient wishes to seal.
9.2 RBAC
9.2.1 A number of RBAC activities require definition in order for Sealed Envelope functionality to be implemented.   
9.2.2 The provisional RBAC activities for Sealing are shown below
:

· Access Patient Sealed data: Allows a user to access information that is patient sealed (or locked) for which they have access permission (e.g. as a result of the team they work in or their authoring rights), and have other relevant RBAC rights to access if had not been sealed.  Allows a user to access information that is patient sealed (but not locked) for which they do not have access permission (e.g. as a result of the team they work in or their authoring rights) but do have express Patient permission to do so.  Such access will cause an alert which will not be repeated for the duration of the temporary access.
· Gain temporary access to Patient Sealed data: Allows a user to access sealed (but not locked) data when the user does not have access permission (e.g. as a result of the team they work in or their authoring rights) and also does not have the right to break the seal through Patient consent.  The reasons for breaking the seal in this way are in the public interest, statute or court order. Such access will cause an alert which will not be repeated for the duration of the temporary access.
· Establish Sealing Controls: Allows a user to establish and remove sealing controls for a patient with whom they have a legitimate relationship. Also gives access to sealing history.

· Receive Seal Override Alerts: Enables the user to receive alerts of this kind, and identifies the user as a primary recipient for such alerts.

· Manage Sealed Data Access Permissions: Allows a user to change access permissions to patient sealed data, for example in the event of an organisational change. Does not in itself permit access to the data content. Such changes are expected to be performed only to recover from situations where patient data becomes inaccessible, for example when a team is closed. THIS IS A VERY SENSITIVE ACTIVITY WHICH SHOULD ONLY BE GRANTED TO A LIMITED NUMBER OF RESPONSIBLE STAFF, TYPICALLY CALDICOTT GUARDIANS AND PRIVACY OFFICERS.
9.2.3 The roles requiring access to Sealed Envelope functionality must be identified and granted the appropriate activities.

9.3 PSIS

9.3.1 In common with all other systems, PSIS must store, and make available, details of sealing and unsealing events that are associated with information that is stored by PSIS.
9.3.2 PSIS must centrally store sealing refusals, and make them available when needed.

9.4 HealthSpace
9.4.1 Other than face to face consultation with a clinician, HealthSpace will be the primary communication mechanism with patients with respect to sealing status and accesses to sealed data.
9.4.2 HealthSpace must be able to display information relating to patient sealing to authenticated users in an appropriate, i.e. meaningful, format. 

9.4.3 HealthSpace must not display clinician sealed data
. 
9.5 User behaviour 
9.5.1 Subject to the standard Information Governance controls (smartcard authentication, RBAC, Legitimate Relationships etc) clinicians with the appropriate access rights can always access patient sealed (but not locked) data by breaking the seal, although such access will be logged in the audit trails and alerts will be raised. 
9.5.2 The confidentiality requirements of the patient are therefore reliant upon the ethical and professional nature of the users of the system(s) for fulfilment.

Appendix A Scenarios 
Equivalent Information examples are also available in the external documents. 

A.1 
Contemporaneous Sealing

A.1.1 
Nigel Visits a Sensitive Environment (GUM Clinic)

Nigel, 17, attends a GUM Clinic. The receptionist logs this with the computer system and verifies Nigel’s demographic details. He then sees Nurse Coates (female) in the clinic who asks him his symptoms. He explains that he has heard a lot about Chlamydia in the press, and how it affects people of his age and is concerned and wants some advice. 

Nurse Coates explains about the disease and asks him if he would like a test, Nigel says no and is happy just to take some leaflets.  Notes are added about the visit onto the local computer system, as she does this Nigel says he does not want this visit to be visible to anyone else on the system. Nurse Coates reassures that it is possible to seal (or seal and lock) everything about this episode, but explains that it will be accessible to both her, and her colleague Nurse Gray, as they work within the same team.  Nigel decided to seal the information and Nurse Coates activates this before she commits the information to the system.  Nigel leaves happy with his information.

A.1.2 
Graham visits a Sensitive Environment (GUM Clinic)

Graham attends a GUM clinic. He then sees the nurse in the clinic who asks him his symptoms. He explains that over the last few days he has had a burning sensation when passing urine, and he also has a yellow discharge from his penis. When asked he confirms that he has been sexually active over the last month.

The nurse takes a swab sample of the discharge from his penis. She tells Graham that this will need to be sent to a lab for analysis and gains permission to do this from Graham. 

The nurse records details of the visit, at this point Graham shares his concerns about how his data will be used in the future and who will be able to see it. He is told that it is possible to seal (or seal and lock) the information* He says that he would like it to be sealed and locked and before the nurse commits the information to the system she tells the system to Seal and Lock it. The nurse explains that in this instance to send this information to the lab means that it can not be sealed and locked (as Sealed and locked can not be communicated/have additional workgroups added, and those outside the workgroup of the sealer will not be aware of its existence) but they can be sealed and they will come back sealed. **

She explains that this means they will see the sealed information but it will go no further, and he agrees. The results will be available in approximately 7 to 10 days, and that he could either phone up for the results or attend the clinic in person. He opts to come back to the clinic.

A week later Graham comes back to the clinic and the nurse informs him that the test results indicate that he has gonorrhoea, she gives him a course of antibiotics. Graham says that the diagnosis and treatment he does not wish to be visible on the shared Summary Care Record at all. The Nurse makes Graham aware that it is not possible for others to view Sealed & Locked information, and reassures him that she has now sealed and locked the subsequent data as it has not yet been sent to the spine. 
*Suppliers could choose to use a default setting, as long as the patient has been consulted and they agree. . 

**NB: If a receiving/target system received a request for a test and the request is sealed, then on return of the results the sender should ensure that the response itself is sealed and that the same permissions apply as did in the request. 

A.1.3 
Jose visits ED – Patient Initiated Sealing

Jose, 18, is on a night out whilst on holiday in Cornwall when he becomes drunk, falls and lacerates his tongue. He is taken to the nearest Emergency Department. They arrive and the receptionist logs this with the computer system and verifies Jose’s demographic details. The nature and time of the injury is recorded on the Local computer system and legitimate relationships are created for the A & E team.

The Triage Nurse accesses Jose’s Summary Care Record held on the national spine which shows a history of asthma, his current medication, a possible allergy to penicillin and his tetanus immunisation status.

Upon examining Jose’s tongue, the nurse finds that the bleeding has now stopped and the injury does not require any further treatment; she issues a patient advice leaflet. Paracetamol is prescribed and Jose is discharged from the department.

Jose informs the nurse he wishes to seal the fact that he has been drunk and fallen.  The nurse explains the options e.g. Sealed and Sealed and Locked, and that the entire report, including the medication, will be sealed if part of this care event is sealed.” José decides it should only be sealed and not sealed and locked as he wants the information to be available in an emergency.

A discharge report is prepared which includes all the pertinent details (including the sealed information with a sealing flag) of the care episode. The report is validated and sent by the Triage Nurse to the national spine with a copy being forwarded to Jose’s GP*. A Sealing report is sent to the Access Control Service confirming the status as sealed. 
* NB If the report is sent to the GP as a primary recipient the GP’s workgroup will automatically be added to the seal on receipt, if the GP is a copy to recipient this will not happen and normal sealing procedures apply. 
A.1.4 
Sally - Non Sensitive Clinician Initiated Sealing

Sally, a 20 year old student, is brought to the Emergency Department with heavy blood loss. Reception staff access Sally’s NHS Summary Care Record via the Local computer system and her details are confirmed. 

Sally is seen by the emergency department physician and she confirms that the information retrieved from Summary Care Record is correct. It showed that she was taking the Oral Contraceptive Pill and had been prescribed a course of penicillin V two months ago to treat tonsillitis. It is also noted that Sally’s Date of Last Menstrual Period was 8 weeks previously, although she has a history of irregular periods.

When questioned she said that she had been sexually active during the last few months. On examination, Sally has supra pubic pain and low back pain in addition to the bleeding PV. Sally’s vital signs are recorded; none were compromised. A urine pregnancy test was found to be positive and a provisional diagnosis of miscarriage is made. Sally is admitted to the 24 hour observation ward and is given analgesia. 

Sally is extremely worried that other clinicians outside the hospital will be able to see the treatment she has had and expresses these concerns to the registrar.  The registrar suggests that Sally seals (and could Seal and lock if she chooses) the information which means that no one outside the care team will be able to see the information, she says she would like it sealed and locked and this is done. She also agrees that the medication she has been given should only be sealed because this could affect other treatment in the future and she would like to allow, with her express permission, the option in the future of being able to access this information. 
When Sally is discharged she is reassured that the information which she requested to be sealed and locked will not be included in the discharge report.  No Sealing report is sent to the Access Control Service.
A.1.5 
Alan – Parent Sealing Request

Following a hit and run Alan, 14, is taken to his nearest ED. He is currently unconscious, and following identification, his parents have been informed and his mother arrives at the hospital.  Dr Forest meets with Mrs Turner (mother) and tells her what has happened. Alan undergoes a CT scan and the hospital run tests on him but it appears that he is fit and well, with only a few bruises but Dr Forest says he would like to keep him in for observation to be sure that Alan is ok. Mrs Turner is happy with this but has concerns about the hit and run being on Alan’s record, she discusses this with the doctor and as Alan is has no lasting damage she would like to have all the information about the episode sealed.  Dr Forest agrees, and says he will seal the information.  He tells Mrs Turner that when he seals the information on the system he will have to record that she has been the requestor, she says she is happy with this. A Sealing report is sent to the Access Control Service confirming the status as sealed. 
A.2 Refusal 

A.2.1 
Steve - Patient Sealing Refusal

Steve, 20, is on holiday when, following a fight which he instigated, he is taken by police escort to the nearest emergency department.  They arrive and the receptionist logs this with the local computer system, and Steve’s details are verified. While Steve waits to be seen by a doctor he continues to be violent and punches, and seriously injures, the hospital receptionist. The nature and time of the incident and sustained injuries are recorded and a legitimate relationship (LR) is created for the A & E team.

The Triage Nurse accesses Steve’s Summary Care Record held on his Summary Care Record, which shows a history of substance abuse and also shows he has been admitted to hospital on 3 previous occasions involving violent incidents. 

Upon examining Steve, the nurse finds that the injuries are superficial and do not require any further treatment; She issues a patient advice leaflet. Paracetamol is prescribed and Steve is discharged from the department. Before she commits the episode to the local system Steve asked for this information to be sealed.  The nurse considers this request, confers with colleagues, and then informs Steve that as he has been violent it is not possible to seal the entire visit as it not in the public interest; however she agrees to seal the treatment that has been given. She notes both the sealing request and the refusal to seal and in free text adds the reason for refusal and the basic facts about what has occurred and commits it to the record.

A discharge report is prepared which includes details of the care episode - relevant times, advice given and medication supplied. The report is validated and sent by the Triage Nurse to the Summary Care Record with a copy being forwarded to Steve’s GP.

A.2.2

Wendy - Parent Sealing Refusal

Wendy, 13, has been involved in an attack on a pensioner but in the attack has been injured and is now unconscious. Her mother was informed and both of them are now being transported to hospital.  During the treatment the consultant (Mr Fellow) spends some time with Mrs Kent (Wendy’s mother) and explains what has happened, at this point Mrs Kent explains that she would like this incident sealing within Wendy’s record.  Mr Fellow explains that normally she could do this as Wendy’s guardian but in this instance it would be against the public interest to do this and on this occasion he can not fulfil the sealing request.  Mr Fellow also tells her that he will need to note on the system that a refusal has taken place and that her name will be logged as the requestor.  

A.3 Retrospective Sealing

A.3.1 
Mavis - Retrospective Sealing

Mavis, who is known to have migraines, develops a severe headache which is worse than normal and is worried by the associated photophobia and vomiting. She decides to attend the local A & E. When she arrives she gives her details to the receptionist who logs into the Local computer system and her details are verified.

Dr Carter (ED) sees Mavis having already reviewed her Summary Care Record and decides that a CT scan is indicated because she has developed neck stiffness in addition to her previous symptoms. The CT is performed and Dr Carter is able to view the scan via PACS. He sees a small Subarachnoid Haemorrhage and decides to refer her to the Neurosurgical department.  Mr Head (neurosurgeon) is based at the local teaching hospital, he takes down Mavis’s details and whilst speaking to Dr Carter views the CT scan on PACS. 

Mr Head recommends that Mavis should be admitted to the Neurosurgical Unit. Later that day Mavis is transferred to the Neurosurgical Unit, Dr Carter completes an Emergency Department report which is sent to the Summary Care Record and a copy of this message is sent to the GP and Mr Head.

Mavis has been very worried about being in hospital and is glad to be discharged.  Later that week she becomes worried about what might be on her medical record, and decides to return to the hospital and makes an appointment with one of Dr Carter’s team. Mavis attends her appointment, and explains to the clinician that she does not want anyone else to know about her recent visit and asks if she can seal the episode. After discussions regarding the implications of this decision, the clinician agrees that he will do this, although he advises it would be better to seal and not seal and lock in case the information needs to be retrieved (with her express consent) in an emergency and she agrees.  The seal status is applies and a Sealing report is sent to the Access Control Service. 
A.3.2 
Alan – Parent Retrospective Sealing

Following his Hit and Run incident, Alan Turner (14) has recovered sufficiently to be allowed to go home, but have been told to visit his GP within 3 days.  During his appointment at Dr Jones’ (GP) his mother (Mrs Turner) asks for the information to be sealed, the GP checks this and finds that this was done at the time.  Mrs Turner asks whether she can now also seal other information regarding previous treatments of Alan (conduct a full sealing review) and Dr Jones agrees.   Mrs Turner explains that Alan had previously been though some checks for behavioural disorders as he is a disruptive child and they were found to be negative.  She feels as they were negative she would like them sealing on behalf of Alan and Dr Jones agrees.  Dr Jones located the particular care events in the records and seals them on his local system, noting that Mrs Turner (mother) was the requestor.  A Sealing report is sent to the Access Control Service confirming the status as sealed. 
A.3.3 
Clinician Requesting Sealing

Claire and her GP, Dr North, have a very good relationship. Claire has been seeing Dr North regularly for the past 20 years and believes he knows her well and understands her conditions.  During a recent consultation, Claire and Dr North were discussing the fact that Claire was considering sealing off a part of her record which dealt with depression she had 3 years ago.  Dr North agrees to seal this episode and this was done.  After Claire has finished her consultation Dr North realised that all but one of the episode of care had been sealed and as he feels he knows Claire decides that he will seal this additional counselling session he has found on her behalf.  A Sealing report is sent to the Access Control Service confirming the status as sealed. 
A.3.4 
Spouse Requestor 

Mr and Mrs Webber (Mike and Sam) visit their GP together, Mike has recently had a stroke and Sam is acting as his Power of Attorney (although has not yet received legal recognition of this).  Whilst on the visit to the GP Sam makes a request that a previous episode of depression be sealed within Mike’s record as she knew he was always sensitive about this issue and will not be able to voice this in future as he has lost the power of speech.  Although this request is a legitimate one the GP explains to Sam that she may not make this request on behalf of Mike as she is not his legal spokesperson until the Power of Attorney is granted, however as soon as her status is confirmed he would be happy to do this for them, noting on the system that the request has come from Sam. 

A.4 Accessing

A.4.1 
Mavis’ Condition Deteriorates – Accessing sealed information

Following deterioration in Mavis’s clinical state, she goes to her GP (Dr Plod) and he accesses her local records (Detailed Care Record) to re examine her notes.  Dr Plod’s system checks for updates from the Summary Care record and the systems checks the Access Control Service for the document’s seal status. On accessing the records and identifying the relevant material Dr Plod sees an icon displayed on the screen. Dr Plod feels is critical to see for this session as it is an ongoing condition. He asks Mavis whether he can access the information; however she does not want him to see the information and refuses to allow him access.  Dr Plod says that is ok, as he would like to refer her back to the hospital anyway as he has become concerned with the way Mavis’s health has deteriorated and reassures her that he has not seen any of the information which has been sealed.  

Dr Plod says he would like Mavis to go directly to the hospital and as she has no transport and he feels this is an emergency he phones an ambulance (he does not write a formal referral note).  The ambulance transports her to the local hospital and Mavis is admitted to a ward.  After establishing her identity through the local computer system the attending nurse (Nurse White) accesses Mavis’ record and finds the relevant section.  She notices that some information has been sealed (by evidence of an icon) and clicks to investigate further.  As she is not part of the sealers workgroup she does not automatically gain access, but as she has RBAC and LR access rights the system displays a prompt telling her that she can access this information if Mavis gives her express permission, however even if this is the case an alert will be raised to the local Privacy officer.   Nurse White then asks Mavis if she can have access to this clinical information as she feels it may affect Mavis’s care and Mavis agrees.  On screen Nurse White confirms that permission has been granted and gains temporary access (access granted only for the user and for the current session) to the information.  An alert is raised. The screen refreshes, including now access to the information that had been previously withheld, the decision is then made that Mavis needs to see the registrar she previously saw.  
Nurse White asks Dave the receptionist to phone through and make sure the registrar has time to see her.  Dave agrees to do this and logs onto the local system to access Mavis’s record in order to pass on relevant information.  Whilst doing this he noticed there is a sealed information icon but as he doesn’t have the appropriate RBAC rights he does not have the option to click on this so can not view the data so can not give anything more than her demographic details. Dave makes the appointment for that afternoon. 

Mavis goes to her appointment and the registrar asks her to describe what has been happening.  When he accesses her local record he finds that there is a sealing icon, however as the sealing was originally carried out by one of his team (who are in a different team, and hence workgroup, to Nurse White) he is able to access that information without needing any further consent and without raising any alerts and clicks on the icon to view the data. 

A.5 Unsealing – With various sealing permissions

A.5.1 
Unsealing request with RBAC rights 

When Susan was 16 she had a termination of pregnancy which resulted in complications and at the time requested that her GP contemporaneously seal it, which was done.   

Three years later Susan is pregnant and is attending an antenatal appointment with the same GP.  During the consultation the GP notices that her previous TOP was sealed and that there had been complications that might be relevant during her pregnancy and discusses this with her. Susan remembers sealing this but is no longer sensitive about it.  Susan, who is more concerned about the possibility that the procedure may be relevant to her current pregnancy, decides that it no longer needs to be sealed and requests this information to be unsealed (with the knowledge that she could reseal again later if she wished).  The GP access’s Susan’s NHS Summary Care Record via CSA (which confirms the seal stauts from the Access Control Service), locates the piece of information they have discussed and with Susan’s’ consent accesses the seal in order to unseal it (this action triggers and alert and a notification).  The system then sends an unseal report to the Access control Service.
At the same time Susan asks to review the rest of her local record and finds another piece of information she sealed.  Again she feels that this should now be unsealed and requests this. The GP attempts to access this information and finds that because he is not in the sealers workgroup he does not automatically have access. He does have RBAC and LR access rights so the system displays a prompt telling him that with Susan’s express permission he can access the information.  The GP asks Susan for permission and she says yes. On screen the GP confirms that permission has been granted and gains temporary access to the information.  An alert is raised. The GP already has seal/unseal RBAC rights granted and while this temporary permission is held the GP unseals the information.  The system then sends another unseal report to the Access control Service.
A.5.2 
Unsealing request without RBAC rights

On leaving the doctors consultancy room Susan realises she has left something sealed that really she would like unsealed and decides to ask reception if anyone else can unseal it for her as she knows she will not be able to get another appointment that day. The receptionist suggests that the new medical secretary, Ruth, may be able to do this and phones request this.  Ruth says she thinks she should be able to and invites Susan to an available consultation room. 

Ruth logs into the Local computer system and verifies Susan’s details. Susan directs her towards the piece of information she would like unsealing.  Ruth identifies the sealed information via an icon, but can clearly identify at this stage that she can not display the information as she does not have the correct RBAC rights to be able to do this.  

Ruth apologises and suggests that if Susan still wants to unseal this information she will have to return to one of the GP’s or the Practice Nurse. This is because they have the correct RBAC rights to be able to do this. 

A.5.3 
Unsealing request from Parent

Alice, 16, and her mother (Mrs Percival) attend a routine appointment at Alice’s GP (Dr Brighton).  When Alice was 13 she suffered Bullying and was physically assaulted on one occasion.  She attended the GP surgery for this, was treated and Mrs Percival sealed this episode on behalf of Alice. Alice is now 16 and Mrs Percival feels that is Alice’s decision whether this remains sealed. Alice has said she does not feel sensitive about the issue, and indeed would prefer it to show on her records, for this reason Mrs Percival has now requested that the information be unsealed.  The system logs Mrs Percival as the requestor for this action, and the information is unsealed on the local system.  The system then sends an unseal report to the Access control Service. 

A.6 Loss of workgroup access to Sealed Info 

A.6.1 
Jenny - Clinician tries to access sealed information.

Five years ago Jenny was treated for depression in Newcastle.  Since then Jenny has moved to Southampton and, feeling much better during a consultation with her GP, Dr Jolly, 6 months ago they decided to seal the episode as they did not feel it would now affect her future care. 

Recently Jenny is starting to feel a little low again and is worried that she will become depressed again and in order to try and prevent this would like the medication she was previously given.  She makes an appointment with her new GP, Dr Jolly, and attends the appointment.  

The receptionist verifies who she is and asks her to go through to see the doctor.  After jenny has explained the problem, Dr Jolly accesses her record to view what medication she was given last time to assess whether this is still appropriate.  When Dr Jolly searches for the previous episode she finds that it is sealed, and remembering that she sealed it for Jenny attempts to access it as she knows she should have access as the sealer. Dr Jolly is presented with a prompt which asks her to get permission from Jenny to do this, although she finds this unusual as she knows she sealed the information she asks jenny for permission and is given it.  The system allows her access and raises an alert. Dr Jolly now has temporary access to the information so in order to gain permanent access once again, unseals the information and reseals it, so that accessing in the future will not raise an alert. 

Dr Jolly assesses the information and suggests to Jenny that instead of medication she would like to refer her to the practice counsellor and Jenny agrees. These notes are made, and once again Jenny asks that the information is sealed.  Dr Jolly agrees and says that the counsellor will still be able to see the info as they both work within the same workgroup, and Jenny says this is ok. 

A.6.2 
Nigel visits the Gum clinic - Sealed and Locked

When Nigel was 17 he visited the local GUM clinic for advice about Chlamydia.  Six months later Nigel goes back to the same clinic and the receptionist is able to find his record and verify his details. Nigel is able to see the same nurse as he saw last time, but instead requests to see a male nurse.  The receptionist says this is possible and says that Nurse Gray works in the same team and can see him. 

Nigel is called through to the consultation room and explains to Nurse Gray that he would now like a Chlamydia test as he is concerned that he may have contracted it.  He explains that he is now displaying some of the symptoms he has seen from the leaflets he received on his last visit.  Nurse Gray goes to Nigel’s record to see what happened in the last visit, and finds that he can not see the information even though it was this clinic so he would be within the sealer’s team.  Nurse Gray realises this is because the information was Sealed and Locked to the workgroup at the time of the last visit and since then they have had a reorganisation which has resulted in his team being allocated to a new workgroup. As no treatment was carried out in the last visit Nurse Gray is happy to continue. Nurse Gray says that he is happy for Nigel to have a test and this will be done within the clinic by another nurse.  Nigel once again asks for his information to be sealed and locked and Nurse Gray agrees. 
A.7 Direct Communications (Inc Sealing)

A.7.1 
Sealing

Mavis is discharged home from the hospital but is advised to go back to her GP.   She does this, and the GP says that he feels that she will need to be referred back to the hospital outpatients just to keep an eye on her. 

Mavis agrees and the doctor completes the referral.  Whilst completing the referral the GP realises that some sealed information will need to be sent.  He asks Mavis if she is happy for this to happen and Mavis says she is. 

Mavis also has some sealed and locked information. This will not be sent*.  The GP advises that if Mavis would like this including she can reassign it as sealed and then it can be included.  Mavis decides that she doesn’t want this information sent.

 * No Sealed and Locked Information can be sent to PSIS or in a direct communication. 

NB by gaining permission to send the information, this is allowing the receiving system to add the target workgroup to the permissions list of the data.
A.8 Author retaining access

Alf attends an appointment within the Mental Health clinic of his local hospital for bereavement counselling.  Whilst there he is diagnosed with depression and prescribed anti depressants.  Two weeks later Alf’s depression has increased and is admitted to the hospital psychiatric ward for observation.  Alf spends 3 weeks on the ward receiving counselling and treatment and feels much better.  Towards the end of his stay he decides that he would like to seal the episode and makes this request.  The attending clinician agrees and seals everything about his condition including the initial visit to the clinic. A few days later Alf is feeling much better and is discharged, and given an appointment back in the original clinic for the following week. 

The following week Alf attends the appointment, and when he arrives is told that he will not be seeing the clinician he saw originally. Alf agrees that this is ok, and sees the clinician who is available (who is in a different workgroup to the original clinician)   During the consultation the attending clinician attempts to view the local computer system record of the episode but finds he doesn’t have access as it is sealed.  He asks Alf if he can have permission but Alf is confused with this and refuses.  Alf asks whether he can see the original clinician as he felt comfortable with him, and the “new” clinician agrees.  Fortunately the original clinician has just finished a consultation and is free, and Alf is called through.  When the original clinician attempts to access the record he finds that all information he wrote regarding the original visit is available to him. Alf asks why the other clinician could not see this and the original clinician explains that it is because the author of the information always has access rights.

NB The author always retains access rights, regardless of sealing status, as long as an LR is in place and the author's RBAC privileges permits such access

A.9 GP to GP

Mark has just moved from Plymouth to Newcastle and wishes to register at his new local GP surgery. Upon arrival the receptionist logs onto their computer system in order to locate his Summary Care Record and confirm his identity. She then invokes the GP to GP process which retrieves Mark’s record. The information he has previously sealed will be sent, though any Sealed & Locked information will remain, Mark was advised when he sealed and locked his information that it would not be transferred should he move and he is still happy that his information is left behind in Plymouth 
. 
A.10 View past sealing decisions 

Winifred goes to her GP, Dr Slow, and during the consultation he comes across some sealed information that he does not have access to. He asks Winifred whether she will give him permission to view it. She agrees, and also asks if he can tell her who it was sealed by and when as she can’t remember doing it. Dr Slow follows the process to gain temporary access to the information (which creates an alert) and views the information of interest to him, he then asks the system to produce the sealing decisions associated with the information. The system returns the information, and  shows Winifred when it was sealed, who it was sealed by, the workgroup that can access the information, and the free text notes written at the time.  In this case it reports that the information was sealed 6 years ago, and the workgroup name was “Community Mental Health Team “.  From this she worked out it was her psychosis episode and is happy for this now to be unsealed.   

The report the system has returned shows this event and two more.  Winifred can not remember what either of the other two are from and asks for more information.  The GP was the author for the first two pieces of information so is able to show her, as the system returns when it was sealed, who it was sealed by, the workgroup that can access the information, and the free text notes written at the time.  Dr Slow is not the author or within the workgroup of the third sealed piece of information so does not have automatic rights to see the information but as he has gained temporary access to the seal within that session the system returns all of the requested information.  If Dr Slow has not previously accessed a seal he did not have access permissions for the system would only return the date of the sealing and the type of change. 
Winifred reviews the information returned for the second piece of information and is happy she knows what it is and that it remains sealed. 

A.11 Viewing through Healthspace

Susan has recently visited her GP and unsealed some previously sealed information. 

When Susan gets home from her visit to the GP she can no longer remember which bit of information she still has sealed and decides to look through her Summary Care Record to see whether she really does need to make another appointment.  Susan has previously registered on HealthSpace so has a user name and password.  

Susan enters her username and password and looks though her record for information that is identified as sealed.  She notices that there is only currently one piece of information still sealed and is happy that this remains sealed as it is about a recent diagnosis and would like it to remain sealed.  Susan then, happy that her sealing is correct, logs off and does not make another appointment. 

A.12 Decision Support 

Michael has arrived for an appointment with his GP, Dr Healthy, with a swollen ankle that he twisted 2 days ago. After Michael has checked in with the receptionist he is asked to go through to the doctor. Dr Healthy accesses Michael’s record and verifies the details. After examining Michael’s ankle he doesn’t feel it is broken but just very swollen and tells Michael he will have to take some anti inflammatories and rest it for a week. Dr Healthy goes onto his local computer system to write up these notes and print out a prescription however when Dr Healthy enters the details and runs his Drug Decision Support which encounters a sealed diagnosis and a sealed and locked procedure that the Dr Healthy does not have access to.  The Drug Decision Support ignores the Sealed and Locked information but as it has encountered some relevant sealed information it displays the advice and displays a warning that potentially relevant sealed information was not accessible.

Dr Healthy explains to Michael was has happened and asks him if he can have access to the sealed information.  Michael agrees and the system allows Dr Healthy access, however it has sent an alert. Dr Healthy then accesses the previously sealed diagnosis (thus gaining access to all sealed information), and goes back to the medication screen to prescribe the anti inflamatories.  The Drug Decision Support system shows that the drug is contraindicated by Michael’s asthma that he has previously sealed.
NB:

The sealed and locked procedure was not used by the Decision Support System at either time and did not alert the clinician to this.

Even though the contraindication could have been given by Decision Support System without access to the sealed information, the Decision Support System did not provide this result when first run.

If the Clinician had access to the sealed and locked information then this could be used by Decision Support System

A.13 
Patient Death

Mrs West was booked into see her GP, Dr Forest, but unfortunately on the morning of her appointment she passed away in hospital.   Dr Forest receives a phone call from the hospital to advise that she has passed way and as there will be an inquest the hospital need a report from Dr Forest, and he will be receiving a formal request..  Dr Forest then accesses Mrs West’s notes to check that everything is in order prior to sending it and when he does so he notices that death status is currently set at informal.   He notes that Mrs West has some information that has been sealed but because the death status is still informal then the seals have not yet been lifted and if he was to access now without permission alerts would be raised.  Dr Forest has to wait for the official request for the file before accessing any of the information (which will be received formally in the form of a subject access request) since he cannot gain explicit consent. 

Subsequently Dr Forest received the formal notification that information was required, and this time when he accessed the records he notes that the Death status is now showing as formal and that the sealed information will now be accessible to be included in the report.  He notices that some information is shown as sealed but it is accessible without any consent required or alerts being triggered. 
Dr Forest retrieves the file and sends it to the appropriate recipient. 

A.14 DPA SAR

Mr East has some concerns about what is recorded in his detailed record and during a consultation at his local GP surgery submits (in writing) a Subject Access Request (as provided for by the Data protection Act 1998). The GP accepts this and fills in the appropriate forms. Before the request is passed to the practice administrator the GP checks for third party information or information that if disclosed is likely to cause serious harm.  He does not find any (if he did he could clinician seal these) and passes on the request to the administrator.  The administrator (who has the specific SAR RBAC rights) prints out the record and without looking through it puts it into an envelope and sends it to Mr East.  This report includes all sealed and sealed and locked data, as the system has recognised it is for a subject access request, however it does raise an alert against the administrator. 
Appendix B – Guiding Principles

This Appendix re-states the Guiding Principles for Sealed Envelopes as stated within the document entitled, “Sealed Envelopes – Guiding Principles Document”, v1.0 <NPFIT-FNT-TO-REQ-DEL-0139>.  

B.1

Principles relating to the act of Sealing

B.1.1  
Sealing scope is a Care Team represented by a workgroup of the sealer

Principle

When information is sealed, the scope of those with access permission to the information is restricted to the granularity of a care team as defined by the local implementation of a workgroup of which the user applying the seal is a member.

Rationale for the Principle

Clinicians work in teams and those within the team have a common need to have access to identifiable clinical information for patients being cared for by that team.

By using the concept of the care team, the scope of access is appropriately bounded.

The names of workgroups, other than those that the user is a member of, will not necessarily be understandable to the user and so it is not reliable to assign workgroups other than those that the user is associated with. 

This approach ensures that the allocation of access permission is simple for users to do, and easy for patients to understand.

Implications of the Principle

A user can only assign a workgroup of which they are a member, to a patient’s sealed data.

Separate access restrictions apply to each group of information that is ‘sealed’, or ‘sealed and locked’ by a single act of sealing.  This means that different aspects of the patient’s clinical record are accessible to those dealing with those aspects, but are withheld from others.

B.2 

Principles relating to Accessing Sealed Information

B.2.2
Alerts signal access to ‘Sealed’ Information without explicit or implicit access permission

Principle

Alerts are generated to a privacy officer when ‘sealed’ information is accessed by those outside the team(s) that have explicit or implicit access permission.

Rationale for the Principle

Patients must be confident that accesses to their sealed information are justified.  By enabling privacy officers to investigate accesses by those without access permission, improper access attempts are discouraged, and can lead to disciplinary action being taken against those users.

Authors of the information retain implicit access permission.

Implications of the Principle

Authors retain access to sealed information irrespective of their continued membership of the original team.

Anticipated accesses that do not trigger an alert are:

· accesses by the author; 

· accesses by members of a team with access permission; or

· accesses by members of a team that has been granted access permission to specific ‘sealed’ information (but not ‘sealed and locked’ information) for a transfer of care (e.g. registration with a new GP, or ‘referral’).

Accesses that will trigger an alert are:

· access necessary for statutory (e.g. to satisfy a Subject Access Request) or other legal reasons (e.g. in response to a court order) that is allowed irrespective of the presence of the seal.

· temporary access properly gained after being given consent by the patient;

· improper access without patient consent.

Exceptions to the Principle

Where reorganisations of teams takes place such that the responsibilities of one team are taken over by another team, accesses by the successor team members are treated the same as accesses by the original team members.

B.2.3 
Sealed and Locked access restricted to original sealing team or legal requirement
Principle

Only the team given access to information that is ‘sealed and locked’ can access that information, unless access is required by law.

Rationale for the Principle

This principle provides patients with an additional level of control.  Information that is ‘sealed and locked’ remains only accessible, for the purposes of patient care, by the team that sealed it.

Whenever required by law, ‘sealed and locked’ information must be accessible.  This access is covered by RBAC.  This access will generate an alert.

Exceptions to the Principle

Where reorganisations of teams takes place such that the responsibilities of one team are taken over by another team, accesses by the successor team members are treated the same as accesses by the original team members. 

When a workgroup has been disbanded, and the author is no longer available, there may be an exceptional need to gain access to sealed and locked information in order to provide a successor workgroup with access to the information.  This will be covered by RBAC and will be available to a very restricted set of people.

B.3 

Principles related to Patient Involvement

B.3.1
A patient can change his/her mind.

Principle

Patients (or their authorised representatives) should be able to change their minds with respect to the sealing status of the information in their record.

Rationale for the Principle

The needs of patients may change due to both the patient’s maturity and their changing health care needs over time.  By allowing for their change of mind, patients are provided with greater choice.  Patients may make a choice about sealing or not sealing which they later regret.  It is a benefit to the patient that they (or their authorised representative) can change their mind.


Exception to the Principle

Once information has been made available in the summary record it cannot subsequently become ‘sealed and locked’.

B.3.2
Access Permission extended only with Patient’s knowledge and consent

The scope of those with access permission to ‘sealed’ information is only ever extended either temporarily, or by granting access to additional workgroups, with the patient (or their authorised representative) being aware of this, and having given their prior consent.

Rationale for the Principle

The sealing access controls are provided to give patients some control over the extent to which their information is shared.  Patients must be in control of the access to ‘sealed’ information by either giving, or withholding, their consent to an extension to access permissions.  

Whilst the systems are not able to verify the patient’s choice, they are able to forward a notification of the change (for users registered with HealthSpace), via HealthSpace, so that patients can be made aware of any change. 

Application of the Principle

Users who have role based access rights to access ‘sealed’ information, must ask the patient (or their authorised representative) for their consent prior to accessing ‘sealed’ information. 

To guard against abuse, not only will an alert be raised and sent to a privacy officer, but, for patients registered with HealthSpace, a notification of the access will be sent to the patient whenever temporary permission is gained.

Similarly, before sealed information becomes accessible to recipients of a communication, the patient must have given their consent; and when access permissions are added on receipt of a communication, the permanent adding of new permissions can be notified to the patient via HealthSpace.

When a patient registers with a new GP and information is transferred from the current GP, access to ‘sealed’ information (but not ‘sealed and locked’ information) will transfer to the new GP practice.  Patients will be aware of the move, but must be made aware that the sealing access permission will be transferred.  If they do not wish for access to the information to be transferred, they have the option of ‘sealing and locking’ that information.

B.4 

Principles related to Implementation

B.4.1
Sealed and Locked Information is not sent

Principle

Sealed and Locked information must not be sent in a system to system communication.

Rationale for the Principle

‘Sealed and Locked’ information cannot be accessed by users other than those with access to the original copy of the information, and therefore there is little point in it being transferred elsewhere.  The users able to access this information should access the information from the original system. 

It is the perception of the patient that that ‘Sealed and Locked’ information will not be shared.
This principle applies to GP2GP transfers.

Exceptions to the Principle

Sealed and Locked information can be sent for secondary uses purposes (e.g. statutory reporting) provided the information is anonymised or pseudonymised.

System to system communications which are for migration of information from one system to a successor system for technical reasons must transfer all ‘Sealed and Locked’ information.

B.4.2
Information in the Summary Record cannot be ‘sealed and locked’

Principle

No information that is held in the Summary Record (PSIS) can ever be ‘sealed and locked’.

Rationale for the Principle

Information is held in the Summary Record for the purposes of sharing that information.  Information that the patient wishes to be sealed and locked should therefore never need to be entered directly into PSIS or sent to PSIS.

Once ‘sealed’ or unsealed information has been published to the summary record, then it has potentially already been viewed by others.

B.4.3
Logic is independent of data location in local systems

Principle

The logic, to the user, and the patient, should be exactly the same independent of the physical configuration of clusters and instances.

Rationale for the Principle

Users and patients should not be aware of the location of the information that they are accessing and should follow a common process irrespective of underlying system differences.

B.4.5
Sealing applies to derived information or copies

Principle

Sealing status must apply to all copies or derived information that are created subsequent to the information being ‘sealed’ or ‘sealed and locked’.

Exception to the Principle

Where information is reasserted or copied by re-entering some or all of it manually, then the copies so made will not be maintained with their sealing status.  Note that the patient can choose to separately seal these copies of the information as if they were new information.

Appendix C – Legally Acceptable Requestor/Consent-granter Relationships

In addition to the patient, the following people are legally entitled to act on their behalf:
	Description
	Note

	Parent/Legal Guardian of child
	 Parent/Legal Guardian, individual or other authority with parental responsibility for a child/young person who lacks capacity. 

	Clinician on behalf of an adult
	 Responsible Clinician making a decision on behalf of an adult who lacks the capacity to do so.

	Clinician  on behalf of a child 
	Responsible Clinician making a decision on behalf of a child where the Parent/Legal Guardian is unknown, cannot be contacted or also lacks capacity 

	Power of Attorney
	Person exercising Lasting Power of Attorney

	Court or Court Appointed
	A court, or a person appointed by court, empowered to make a decision on behalf of another person.


Appendix D – TES Alert Coded Values
These values are held in this document and referenced in the MiM as they are subject to change. 

1
alertType

These are the coded values representing alertType in the class IG Alert. 
	alertType Code
	alertType Name

	1
	Patient Seal Access


2
reasonCode

Since the interface is 'generic' Spine will not validate the reasonCode and associated OID and display name with the relevant alert type. Spine will accept the attributes so long as they adhere to the structure of the defined message. In other words, as long as a reasonCode has an OID, code and display name, Spine shall not reject the message.

	reasonCode 
	reasonCode Name

	1
	Patients Permission

	2
	Public Interest



	3
	Access Required By Statute



	4
	Court Order Demands Access


Appendix E – Action Types

These actions are used when a notification is raised via TES. 

	Types of Action

	Information has been sealed

	Information has been sealed and locked

	Information that was sealed and locked is now sealed

	Information has been unsealed

	An additional workgroup now has access to some sealed information

	The new GP workgroup now has access to some sealed information

	A replacement workgroup now has access to some sealed information due to organizational change


Appendix F – Access Control Service Permissions
Technical details of the interfaces to the Access Control Service are documented in the Access Control Service section of the EIS (External Interface Specification) from BT.

The tables below shows the usage of the Access Control Service permissions required to seal or unseal a document set.   Note that when expressing a seal, the userdata element is required.
Seal

	Element
	Value
	Notes

	ResourceContext
	NHS-number
	

	Function Context
	“Sealing”
	

	Function Code
	“View”
	

	Resource Type
	“Document Set”
	

	Resource Id
	document-set-id
	This is the document set id of the document that is to be sealed.

	Accessor Type
	“Everyone”
	

	Accessor AccessorId
	“Everyone”
	

	Permission
	“No”
	

	Userdata
	UUID
	This must be the document id of the Seal Report associated with the sealing event when the document (or documents) were sealed.  


Unseal

	Element
	Value
	Notes

	ResourceContext
	NHS-number
	

	Function Context
	“Sealing”
	

	Function Code
	“View”
	

	Resource Type
	“Document Set”
	

	Resource Id
	document-set-id
	This is the document set id of the document that is to be unsealed.

	Permission
	“Clear”
	


� NB patient records are covered in the Public Records Act of 1958, as such they are subject to legal and clinical governance.


� Available at: � HYPERLINK "http://www.connectingforhealth.nhs.uk/crdb" ��http://www.connectingforhealth.nhs.uk/crdb� 


� A parent/guardian is entitled (within certain limits) to make access control decisions on behalf of a child that lacks the capacity to do so, and an authorised third party such as a clinician, or proxy decision maker empowered under the Mental Capacity Act,  will be able to make decisions on behalf of an adult lacking capacity. See Appendix C for a full list of those who are able to Seal on behalf of another.


� For contemporaneous sealing, the sealer will be the author.


�  This is currently correct however it should be made configurable as it is subject to change


� It is also discussed in the PSIS Compliance Baseline. 


� As Described in the PSIS Integration Strategy


� This unit will need to be agreed by NHS CfH


� Other means of protecting sensitive addresses (e.g. for people in refuges) will be available.


�. Exemplar items that would not be “sealable” if held are: a violent patient indicator, immigration status, and entitlement to NHS treatment. Legal Status is not excluded because a patient may be classified under some sections of the Mental Health Act that can be sealed.


� Note that it is possible in exceptional circumstances for information to be withheld from both the patient’s representatives (e.g. a child’s parent) and NHS CRS users (e.g. the child’s GP).  This might be achieved by applying both a patient and clinician seal, or by other system design approaches.


� For example, it would not be feasible to seal an appointment time, without also “sealing off” the appointment date.  


� It is not yet clear how much (if any) historic patient data that pre-dates NHS CRS won’t be “sealable”; the aim should be to make as much information as possible “sealable”. However, suppliers are able to make a case to NHS CfH where it is extremely difficult (and therefore disproportionately costly) to seal certain types of information, and a solution will be agreed on a case-by-case basis.


�  Currently the only reason for refusing a patient request to seal is namely public interest.  This is likely to change pending further legal advice.


� There is currently only one reason for refusing a patient request to seal, namely public interest.  This is likely to change pending further legal advice.


� The access restrictions are not absolute; clinicians will be justified in “breaking the seal” in exceptional circumstances.


� An example of the changes that may be required to the text include informing users that the content of any free-form note will be made available to the patient.


� This list is subject to change pending further legal advice.


� Where the public interest is judged in the case to override the competing duty of confidence.


� The coded values are held in Appendix D and referenced from the MiM as they are likely to change. 


� This section refers to patient sealing. 


� See Appendix E for list of Action Codes


�  NB the access control service does not apply to locally managed information.


� The permissions may have already been set and so this should be checked first. 


� This indicates that the document is sealed and policy controlling Local access must be applied. 


� Note that a single update of the access control service can convey restrictions on multiple document sets.


�This is an interim measure until all system applications are compatible with full Clinician Sealing.


� This and the category that follows are included to meet the requirements of the Data Protection Act 1998 regulation: Data Protection (Subject Access Modification) (Health) Order 2000 (SI No.413), Article 5 (see � HYPERLINK "http://www.opsi.gov.uk/si/si2000/20000413.htm" ��http://www.opsi.gov.uk/si/si2000/20000413.htm� ).


�However, such people may have a legal right of access under the Access to Health Records Act 1990.


� These should be used for now but are subject to confirmation. 


� This activity is needed for both clinician seals and patient seals. 


� It is not currently planned for clinician sealed information to be made available to PSIS.  This may change when clinician sealing is implemented at which time this restriction must be in place.


� NB – Currently GP to GP messages do not carry seals – this is under development.
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